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Critical Thinking in Action: Case Solutions

Chapter 1: Who Are Your Clients?

Review Case Study |, “Uncharted Territory: Conflict, Competition, or
Collaboration in the Arctic?”

1. Do anticipated developments in the Arctic pose a serious threat—or offer significant
opportunities—to the international community? To the organization for which you work?

« United States: The Arctic Case Study has demonstrated that current developments in the Arctic
presentbothsignificantopportunitiesforUSeconomicinterestsaswellas threatstothestability of
the global maritime commons. Continued Russian dominance in the Arctic region, as evidenced
by its military bases andfleet of icebreakers, could place US security and economicinterests atrisk.
An additional concern is China’s effort to use the opportunity to make inroads and diminish US
influence over regional players in Greenland and Iceland. The vast potential in shipping routes,
energy extraction, fishing, and tourism could present substantial economic opportunities for US
commerce. Collaborative efforts with the international community could help prevent the Arctic
from developing into a spark plug for great power conflict.

« EU: Sweden, Denmark, and Finland are considered key EU players in the case study. Norway and
Iceland are not members of the EU but have substantial collective economic interests in Arctic
territorial waters, particularly in relation to fishing. As the EU continues to form its Arctic policy, it
wouldbewellservedtorecognizethethreatsof potential Russianregionaldominanceasit pertains
to Russia’s broader goal of extra-national influence and a return to Soviet-era territorial holdings.
Thepotentialincreasesinenergy,fishing,researchanddevelopment,andmaritimeroutescouldpose
substantial opportunity for EU commercial markets. Additionally, as a leading global diplomatic
force,negotiatingpotentialcompetitionandcontinuedjockeyingforArcticterritorialcontrolwould
presents a strong prospect for the EU to leverage international agreements to buffer against the
potentialforgreatpowerescalationtoandensurelegalandrules-basedagreementsinformthefuture
trajectory of the Arctic geopolitical landscape.

2. Who would you consider the principal client or clients in preparing a report on the future of
the Arctic?

« US agency with senior policy stakeholders and military decision makers
1. White House Special Advisor on the Arctic
2. US Coast Guard
3. Department of Defense
4. Congressional Representatives
5. Secretaries of State and Commerce

« EU agency with senior policy stakeholders and military decisionmakers
6. EU Parliament Members
7. EU Head:s of State
8. EU Ministers of Defense

9. European Commission-Representative for the Common Foreign and Security Policy
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3. What would be the most important issues for senior policymakers to consider?

« United States

o

o

Military: AfailuretocheckRussia's presence could allow its security forcestodominate theregion
and impose its will on territorial waterways, resources, and ignore Arctic treaties.

Economic Policy: As temperatures continue to rise, the Arctic increasingly presents economic
opportunities in the form of fossil fuel resources, rare minerals, fishing, and transit routes. If the
US and other members of the Arctic Eight elect not to increase their presence, it is likely that
Russia and, increasingly, China will seize leading roles in controlling Arctic waters.

- EU

o

The Arctic presents substantial economic opportunities as well as the potential for strategic
competition.Withoutpropertreatiesandverification, theregionrisksspiralingintoagreatpower
competitionthatcould destabilize therelations of player countriesandrisk escalatingintolarger
conflicts. If the ice continues to melt and potential conflict matters are mediated, however, the
“Blue Economy”developingasaresult could offer sizable economicopportunities fortheEUand
global economy.

4. Should the issue be posed as a threat, an opportunity, a key decision point, or some combination of
these?

For both the US and EU decisionmakers, future Arctic developments present both an opportunity and a
threat.The EU is committed to combating global warming, rising temperatures, and consequentice melt.
But as theimpact of global climate change becomes more pronounced, the Arctic players are developing
infrastructure and capabilities that will present economic opportunities and help destabilize geopolitical
competition.

5. Arethere critical unknowns, uncertainties, or contradictory information that should be highlighted?

« Critical uncertainties include:

o

Will China’srole continue toincrease? Will it take a more aggressive role in the South China Sea or
rely on economic influence to drive its interests with the Belt and Road Initiative?

Could there be a major disruption or policy change that leads to a deceleration or reversal of
temperatures and consequent ice melt?

Will fishing opportunities in fact concentrate in Arctic waters, or will acidification substantially
hurt the fishing opportunities?

WillRussiaand China adhere to currentlegal structures, or will they violate these agreements, as
occurred with the Non-Proliferation Treaty?

How will global demand for minerals, oil, and gas change in the next 20 years? How might this
impact the importance of the Arctic?

Will NATO’s comparatively greater military holdings in the Arctic deter Russian aggression?

Will nation states continue to playadominantrole orwillthey be eclipsed by global corporations
and/or kleptocracies that establish dominion over the region?

Could disruptive technologies obviate the need to transport bulk cargo across the seas?
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Critical Thinking in Action: Case Solutions

Chapter 2: What Are the Key Questions?
Review Case Study |, “Blackout on the Eastern Seaboard!”

1. What are the key questions a senior policymaker is likely to ask of energy infrastructure and
national security officials when fashioning his or her initial public response to the blackout?
Formulate “essential” and “foundational” questions and ensure that the responses satisfy the five
characteristics of a good question.

Essential
- What was the most likely direct cause of the blackout?
- Havemunicipalitiestakensufficientmeasurestopreventcollateraldamageasaresultoftheblackout?

o If not, what actions should the client take to support their efforts?

Foundational
« When did the blackout start?
« When did we first become aware of it?
« How many people are affected?
o Where are they located?
o What steps have we taken to help at-risk populations?
« Which major facilities and infrastructure were affected?
« What measures have states and municipalities taken in response to the incident thus far?

2. What are the key questions those responsible for restoring power are likely to ask about the event?
Formulate “essential” and “foundational” questions and ensure that the responses satisfy the five
characteristics of a good question.

Essential

- What is the geographical extent of the blackout?

+ What caused it?

« What will it take to restore power?

« How long will it take to restore power?
Foundational

« What resources do we lack that we may may need?

« Has the initial cause of the threat dissipated? If not, what needs to be done to proceed with
restoration?

« Is there anything that would be put at risk if we were to restore power immediately?

3. How would you use the Five-Ws-and-an-H strategy to identify the key question for a senior decision
maker?

1.Who is responsible, if anyone, for the blackout?
2.What happened?

BN s



3. How have we responded?

4.When did this start? When did we find out about it?
5. Where did the blackout occur?

6. Why did this happen?

7.So What does this suggest about our ability to recover and future vulnerabilities?

4. How would you organize a paper on the implications of the blackout using the Question Method?
BLUF
« What happened?
« What needs to be done about it?
Scene Setter Questions
« When did this start? How soon did we detect the problem?
+ Who was affected?
+ What systems failed?
« Is there any potential the blackout could spread further?
Evaluation Questions
« Why did this happen? What are the range of possibilities?
« Which are the most likely explanations?
« How have we responded?
« What more is being done?

« Do we anticipate any major problems restoring power?

Conclusion/Solutions
« What should have been done differently to avoid the problem?
- What changes in procedures need to be done to avoid future incidents?
« How will this be accomplished?

« What should we tell the public?

Chapter 3: What Is the Broader Context for the Analysis?

Review Case Study |, “Uncharted Territory: Conflict, Competition, or
Collaboration in the Arctic?”

1. Describe the broader political and economic context within which this case study is taking
place. How does this historical and theoretical background apply to what is happening now in
the Arctic?

The Arctic has traditionally played host to scientific research, eco-tourism, and fishing and been home to
smallclustersof populations of citizens belonging to Arctic territorial states. With the shiftintemperature
and ice melt, this outlook has shifted dramatically. States owning Arctic territory and other stakeholders
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arerapidlydirectingeffortstoseizetheBlueEconomicbenefits presentedbyemergingshippingroutesand
potential resources.

At the center of the competition are an unusual pairing in the eight Arctic Council members, which are
represented by five NATO members, three NATO partners, three EU members, and two nuclear armed
states. Russia has the most to gain from the emerging strategic opportunities from the ice melt, whichiis
evidencedbyits40 Arcticicebreakersand commitmentto build 11 more.Russia hasoverfive times more
icebreakersthanFinland, which hasthe second most.The US’s primary directiveintheregionistosecure
airand maritime systems and shown comparativelylessinterestin competing militarily with the Russian
presence.CanadaandtheScandinaviancountriesappearpoisedtoincreasetheiroperationalcapabilities
and the Scandinavian countries will continue to rely heavily on the fishing markets in Arctic territorial
waters.China’sapproachhasfocusedonengagingplayersand propagatinginfluencethrougheconomic
means by collaborating with Iceland and Denmark.

2. Intheinternational discussions and debate surrounding the development of the Arctic, what is the
context, and how is this portrayed?

US/DOD:https://www.defense.gov/Explore/News/Article/Article/2040295/climate-change-opens-door-
toarctic-for-competitors-dod-official-says/
+ The cited US DOD report focuses on the increased accessibility due to sea ice melt.

“The department’s desired end state for the Arcticis a secure and stable region, where US national
interestsaresafeguarded,the UShomelandisdefendedandnationswork cooperativelytoaddress
challenges.”

“’Russia’s military investments in the Arctic contribute to its territorial defense, but may have
implications for access to the region,” adding that China is seeking a role in the Arctic to include
governance, despite its having no territorial claims in the region.”

« UK/Chatham: https://www.chathamhouse.org/sites/default/files/2019-06-28-Russia-Military-
Arctic_0.pdf UK's Chatham House focuses on Russia’s military posture and itsimpact on the Arctic.

“Russia acts as a status quo power and a reluctant rule-follower in the Arctic, partly because
internationallawthereplaysinitsfavour,and partly becauseitisin Russia’sinteresttodoso.Despite
growing tension, cooperation between Russia and other Arctic nations is likely to endure.”

EU:https://eeas.europa.eu/headquarters/headquarters-homepage/20956/arctic-short-introduction_en
The EU External Action — Arctic Policy page lists as its areas of emphasis:
+ Climate Change and the Arctic Environment
« Sustainable Development in the Arctic
« International Cooperation on Arctic Matters
+ Other Matters — Arctic and EU Facts
Russia/RT: https://www.rt.com/russia/437340-international-competition-russia-arctic/

« “Russian Defense Minister Sergey Shoigu has said that resource-rich Arctic regions have become
attractive tomany nationsand warned that the situation could lead to a military confrontation, for
which Moscow must be prepared.”

3. What are the key components of this story? Construct a matrix of the key components and how
they interact.
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Thismatrixdefinesthe keyvariablesasthe continued
rate of Arctic ice melt and collaboration vs conflict.
The four scenarios described below:

« Conflict/Melt: Worst-case scenario. In this
case, ice continues to meltatan accelerating
rate and conflict occurrs. This conflict would
most likely pit Russia against othermembers
of the Arctic Eight.

- Conflict/Slow down: In this scenario, ice
melt has slowed down, and shipping lanes
appear less promising. A conflict over transit
fees and fair access to resources occurs.
Agreement is not reached in negotiations to

Conflict/Collaboration

Conflict
Melt

o+

Collaboration
Melr

r

Conflict
Slow Down

= Melt/Slow Down

Collaboration
Slow Dawn

allocate access amongst countries and establish international boundaries.

« Collaboration/Melt:This scenario would see parties collaborating in accordance with prior signed

treaties on freedom of navigation and territorial designations.

+ Collaboration/Slowdown:ThisscenariosuggeststhaticemeltslowsyetinterestintheArcticpersists
both strategically and economically. Stakeholders continue to follow the precedent of abiding by

treaties and a rules-based Arctic policy.

4. List the key issues your client (a well-informed general reader) would like you to address in this article.

« United States

1. What is the likelihood that Russia might violate one of the Arctic treaties, seize control over the
Arctic, and/or attack one of the Arctic players?

2. What steps could the United States take to mitigate against a worst-case outcome triggering

Article 5 of the Washington Treaty?

3. How great is the potential of the Blue Economy for US interests?

4. How might the US maximize that potential?

« EU Analyst

1. Whatisthelikelihood of amilitary escalationthat would threaten EU membersorEU economic

interests?

2. How can the EU best position itself as a mediator to hedge against Arctic escalation?

3. How should the EU respond to Chinese efforts to exert more influence in the region?

5. How well did the author answer the “So What” question in the article?

In the introduction to the paper, the author clearly identifies the So What in the below quote:

“Althoughthe possibility ofarmed conflictis notviewedasaserious possibility by most observers, tensions
areevidentamongthe”Arctic Eight"—Russia, the United States, Norway, Sweden, Iceland, Finland,Canada,
and Denmark (Greenland). Russia, for example, has warned that countries could be at war within a decade
over resources in the Arctic region. The dramatic changes coming to the Arctic, however, also offer major
opportunities to develop mutually beneficial, collaborative relationships to manage new challenges.”
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Chapter 4: How Should | Conceptualize My Product?
Review Case Study lll, “Blackout on the Eastern Seaboard!”

1. Describe the AIMS of the paper.

« Audience: Political decision makers and those responsible for restoring power.

- Intelligencequestions:Whatwasthe cause ofthe blackout? Whatwill berequired torestore power?
What must be done to prevent a future such incident?

« Message:TheprimarycauseoftheblackoutwasasoftwarebugonthepartofFirstEnergythatcaused
a glitch that crashed the network.

- Storyline:Investigatorsidentified aglitchthat prevented the FirstEnergy operatorsfrom beingaware
of system failure.The glitch led to an error that wrote a command that failed the system’s sensorsand
leftsystemoperatorsunabletomonitorsystemhealth.Thisresultedinacatastrophicfailurebecauseit
occurredduringaperiodofpeakdemand.Severalremediesareproposedtoavoidsuchafutureincident.

2. Review the Getting Started Checklist (Figure 4.1) and identify five things you need to focus on
before beginning to draft the assessment.
Selected Questions

1.Whois the primary audience for the study? What are their key questions? How much detail are they
seeking?

2.Howsoonisananswerneeded? How much time dowe have to conducttheresearch, draft the paper,
review it, and deliver our response?

3. Should we convene an initial brainstorming session to identify and challenge key assumptions,
examine key information, identify key drivers and important players, explore alternative
explanations, and generate alternative hypotheses?

4.Whereshouldwereachoutforexpertise,information,orassistancewithinourorganizationoroutside
our unit?

5. Are there any stakeholders in other major infrastructure sectors who would have an interest in the
answer? What answers would they want the study to address?

3. Draft a two-page Concept Paper.

The Northeast Blackout: Causes and Solutions
This analytic product will be a formal written assessment, augmented by briefings of key stakeholders.
« The briefings will allow the client to pose questions relating to crisis response measures.

« Theproductwillfocusonthecauseoftheblackout,thescopeofitsimpact,andwhatwillberequired
to respond to the crisis.

The product will be directed towards key decision makers.

« Principally,thesewillbefederalandstate-levelexecutives,membersofCongress,aswellasCanadian
counterparts in affected areas.

- Information in this briefing will also prove essential to leaders in major cities and states and
decisionmakers responsible for crisis response, utility restoration, and public safety.

B



Data will be primarily sought from the US-Canada Power System Outage Task Force, that is serving as the
primary investigative entity.
« Also participating will be agency partners in the FBI, CIA, and DOE who can rule-out or confirm
the likelihood that the blackout was a result of an attack by a state actor.

« Drafterswill seekoutbothexternalandinternal expertsin cybersecurity, foreign cyberthreats,and
crisis response.

Thereportwillfocusonidentifyingatimelineofeventsdepictingwhentheblackoutbeganandwhereandits
progression across the northeastern seaboard.

« It will direct a second timeline to FirstEnergy to identify the chain of events leading to its system
failureandthen consultwith cyberinfrastructure expertstoassess thelikelihood thatit caused the
blackout.

« Potential gapsinclude whetherthe blaster virus worm caused the crash, whether the code caused
theloopthateventuallyleadtothecrashatFirstEnergy,andthefailingremoteenergymanagement
system sensors which could have created gaps in our ability to construct a complete timeline.

The study will open with the key findings laying out the likely cause, what measures agencies are taking to
restore power and protect the public and infrastructure, and what remains to be done.

« Itwillthenidentify the indicators leading to this paper’s analytic conclusions tojustify its findings,
addressalternative hypothesesand why we deemed themunlikely, characterizethegovernment’s
response in all affected areas, and address what still needs to be done.

The study will require a quick turnaround as it responds to a major ongoing crisis.
+ Analysts will need to collect information and deliver analysis in one day.
Theproductwillrequireananalyticteamtosupportthecollectionandliaisewithpublicand privatepartners.

+ Drafters will need to collaborate and implement Structured Analytic Techniques to challenge and
reviewtheassumptionsdrivinganalyticconclusions,andthenreviewtheworkbeforethesubmission
and/or brief.

+ SATsthatwouldbebest-suitedtosupporttheanalysiswouldbe:KeyAssumptionsCheck,Analysisof
Competing Hypotheses, Indicators, and a Pre-Mortem / Structured Self-Critique.

« Mapsandothergraphicswillbeincorporated to show the affected areasand howthe disruption at
FirstEnergy that led to the initial outage spread across the Northeast Seaboard.

A final review should be conducted by an analyst from a different team to provide a fresh set of eyes to
challenge the assessment’s assumptions.

« Iftime permitts, it would be useful to seek comments fromintelligence partners who could review
theassessment’sconclusionsandprovideinsightsrelativetotheirknowledgeandinternalassessments.

o [
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Chapter 5. What Is My Analytic Approach?

Review Case Study IV, “The End of the Era of Aircraft Carriers” and briefly answer
the following questions:

1. How would you define the issue for a global strategist, naval commander, weapons designer, or a
senior policy official?

Key clientsare likely to view theissue from different perspectives, reflecting whatis mostimportantin their
particular job. For example:

« A global strategist would focus on what impact the demise of the aircraft carrier as a platform to
projectnationalpowerwillhaveoninterstaterelationsandinterstateconflict. Whatnewinstruments
such as cyber might fill this vacuum?

+ A naval commander would want to test the assertions that a carrier strike group is increasingly
vulnerableand explore whethernewtechnologies could reverse this problem.He or she mightask
what will be the priority missions of the carrier battle group of the future.

« Aweaponsdesignerwouldbemostinterestedinlearninghowthedemandforoffensiveanddefensive
weaponstechnologieswillevolveoverthenexttenyears.Howwillthenatureofconflictchangeand
what types of new weapons need to be developed?

« Aseniorpolicy official would have a shorter time horizon, focusing on how quickly this shiftis likely
tooccur,whatimplicationsithasforforeignrelationswith key global partnersand adversaries,and
how a vision of a more cooperative maritime future could best be achieved.

2. What information is each customer likely to request?

Key customers will have different requirements, reflecting what is needed to do their jobs. For example:

« Aglobalstrategist would want more information onthe economies of nations with aircraft carriers
andexpertprojectionsonhowsoontheymaybeforcedtodecommissiontheships.Heorshemight
also want to know whether military strategists in the countries mentioned in the case study are
already adjusting their plans and procurements in response to these drivers.

- A naval commander would want more information on anti-ship missile, torpedo, and drone
capabilities;moredataontheprospectsfordevelopingbetterdefensivecapabilities;andestimatesof
howmanycountriesarelikelytopossesstheweaponsneededtodeterordefeatacarrierbattlegroup.

- Aweaponsdesignerwouldbemostinterestedinmorespecificsoncurrentandprojectedcapabilities
ofboththeoffensiveanddefensiveweaponssystemsdiscussedinthiscasestudy.Anotherissuewould
bewhethersufficientfundingwillbeavailabletosupportthedevelopmentofnewweaponssystems.

+ Aseniorpolicy official would wanttoknow how nationalleadersin othercountriesaredealing with
this phenomenon and what expectations are being generated about the future role of the United
States in projecting a global naval presence.

3. Where would you look for information on the new technologies and evolving naval strategies?

A major source of such information would be popular journals and other periodicals in the areas of military
strategyanddoctrine weaponsdevelopmentandprocurement,emergingtechnologies,andeconomicprojections
on a global and national scale. Other sources include internet sites that specialize in naval capabilities and
weapons, testimony before the US Congress, and foreign government publications on naval strategy.

.
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4. Name three cognitive biases and three intuitive traps to which analysts working on this issue might
fall victim.

Some candidate cognitive biases that would influence the analysis include the Anchoring Effect,
Groupthink, Confirmation Bias, and Mirror Imaging. Some candidate intuitive traps include Expecting
Marginal Change, Projecting Past Experiences, Rejecting“Unimportant”Evidence, Judging by Emotion,
and Assuming Inevitability.

5. Is your analytic argument descriptive, explanatory, evaluative, or estimative? Does sufficient data
exist to address this issue?

Although this case study falls into the category of estimative analysis, elements of the three other types of
argumentarealsoreflectedinthestudy.Forexample,thedataprovidedinthechartonglobalnavalresources
is descriptive and the discussion of why the United Statesis currently unchallenged as a naval superpower
is explanatory.The sections on the shrinking global naval presence and the three key drivers contain both
evaluative and estimative analysis.

6. How could a conference of experts help to answer the key questions?

Much of the analysis in this case study is speculative. A conference of experts would provide an efficient
mechanism for validating some of the trends presented. Assembling a group of experts from a variety of
disciplines,includingnavalstrategy,weaponsdevelopments,technology,economics,andforeignrelations
couldstimulatearichdiscussionofthe keydriversandlikely outcomesbyforcingmost participantstothink
outsidetheirtraditionalbox.Suchagroupofexpertswouldhelpboundtheissueintermsoftheseriousness
of current vulnerabilities and how quickly new and more threatening weapons technologies are likely to
emerge.ldeally,theexpertswouldpooltheirexpertisetoconstructseveralcrediblescenariosofhowthisissue
will evolve, providing policymakers with a firmer baseline for future planning.

Chapter 6. Can Collaboration Contribute to a Better Answer?
Review Case Study IV, “The End of the Era of Aircraft Carriers”

1. The article involves analysis of military, political, economic, and technological topics. The author
was an expert in only one of these areas. What would be a good strategy to get the author’s peers in
the other disciplines to collaborate in producing the article?

The mostimportant strategies focus on the beginning stages of drafting. A critical first step would be for the
author to alert his or her colleagues who work on different aspects of the topic of the author’s intent to write
apaper.Colleagues mightcontributeinformationoreven paperstheywrotethattouchonkeyaspects,saving
the author time in drafting. They might also point the author to key sources of information or other papers
that relate to the topic, once again saving research time. More important, the initial contacts would reveal if
colleagueshavealreadyformedstrongviewsonthetopicthatcoulddifferfromthoseoftheauthor.Thequestion
then becomes whatinformation andinsight helped to form these opinions and how credible is this contrary
evidence.

AnotherwaytospurgreatercollaborationwouldbetoinvitecolleaguestoaconceptpapersessionoraTermsof
Referencemeeting.Theauthorwouldbenefitfromanygoodideasthatemergefromthediscussionsandmight
evenpersuadecolleaguestocontributesectionstothepaper,thuscapturingtheirexpertiseandsavingdrafting
time. Colleagues should be given advance notice when a draft will be distributed for coordination to ensure
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theyhave sufficienttimetoask probing questionsand provide useful commentary. Agood critical thinkerwill
plantohavesufficienttimetoprocessthecommentsofhisorhercolleaguesandrecraftthe paperaccordingly.
Attribution and credit for any contributions should be provided in accordance with office practice.

2. When considering the six imperatives, which would you expect to offer the greatest opportunities
and which the greatest challenges?

The article makes a bold statement that will almost certainly capture the attention of senior officials. The
drafting team would almost certainly share a sense of mission criticality and would mutually benefit from
workingtogetherinrepresentingdifferentanalyticdisciplinesand possiblydifferentorganizationalcultures.
Iftheauthoradoptsacollaborativeapproachtodraftingthe paperasoutlinedinthe previous question, this
should assist in developing mutual trust.

Accessandagilitycould poseachallengedependingonwherethecollaboratingteammembersarelocated
andwhethertheexisting IT systems support collaborative endeavors. Unfortunately, collaboration usually
works well when teammates work in the same office or building, but can prove challenging if separated
geographically, especially if over several time zones.

Taking time at the start of a project to establish a common understanding could prove particularly
important—and challenging—in drafting this paper given the non-traditional approach. In the best of
circumstances, the authors’superiors would assume that the need to offer incentives falls mostly on their
shoulders. The managers of the author and the contributors could consult at the beginning of the project
todetermine how bestto ensure thatallteam members get credit for contributing tothe final product.The
authormightalsoofferincentivesintheformofagreeingtoprovideinputtopapersthatcontributorsplanto
write or to volunteer to provide peer review for their future papers.

3. Ifthe analyst had access to a collaboration cell, how might the cell have assisted with this case?

Acollaborationcellcouldassisttheauthorbycreatingacollaborativenetworkforthedraftingteamorestablishing
awiki or blog tofacilitate collaboration. Cellmembers might also assist the authorand the teamin applying the
WhatIf? Analysis methodology or other structured techniques like Cluster Brainstorming or a Key Assumptions
Check,ifappropriate.lfmajorgapsexistintheinformationorexpertise, collaboration cellmembersmightbeable
to locate the needed expertise elsewhere within or outside the organization and facilitate contact.

4. If conflict arises in coordinating this article within the author’s organization, would you expect the
arguments to center on different facts, different interpretations, or different goals and objectives?

- For this mostly speculative topic, differences of fact probably would be resolved without much
conflict by reviewing the credibility of sources and the presence of other facts that provide
independentconfirmation.Analystsoftenworkfromdifferentdatasets,andtheyneedtosharetheir
entire data base with their peers.The challengeis to identify early on when and where analysts are
working from different data bases or their facts are in conflict.

« Mostofthe conflictislikely to revolve around differences of interpretation. Analysts from different
functional disciplines process data in different ways; this could impede dialogue.

- Seriousdifferencescouldemerge, however,overgoalsandobjectivesbecausethepaperpositschange
thatwouldbeamajordeparturefromseveraldecadesofmilitary practice.Naval or military analysts
couldbedeeplyengrainedinmindsetsthatsupportthevalueofsurfacenavaldominanceandmight
resisttheargumentthatbothtechnologyandeconomicswillforceamajorreassessmentofthecosts
and benefits of aircraft carrier battle groups.
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Chapter 7: How Do Models Help My Analysis?

Review Case Study I, “Russian Disinformation: Lessons Learned from the MH17
Shootdown”

1. What models were the Russians employing in trying to manage perceptions following the shooting
down of Malaysian Airlines Flight MH17?

Dismiss

o Russia’sDefenseMinistrypresentedradardatathatdepictedanotheraircraftflyinginthevicinityof
MH17 moments before the plane was shot down

Distract

o In August 2015, the Russian tabloid Komsomolskaya Pravda released an audio recording of two
menimpersonating US Central Intelligence Agency (CIA)“agents”who were conspiring to shoot
down MH17.

Deflect

o Russia tried to deflect blame to Ukraine by insisting it had evidence of Ukraine’s liability for the
crash.Russiaclaimedtobein possessionofanaudiorecording ofaUkrainiansoldier professingto
have shot down the plane.

Distort

o Russianofficialssoughttodistortthefactsbystatingthatthemissilelauncherwasneverreturnedto
Russia despite video evidence of the missile’s transport that had been released two years earlier.

Distrust

o Russianpropagandiststriedtoinstilldoubtanddistrustintheinvestigationbydismissingthevideo
footage as fake and propagating other Digital Disinformation.

2. Towhat extent were these models utilized, refined, or augmented with the use of social media in the
2016 elections in the United States and the Brexit vote in the UK?

Russia made use of the 5 D’s in both the US 2016 election and the 2015 Brexit vote. In these cases,
however, Russia took a more active rolein employing the 5 D’s. Whereas in the case study the 5D’s
were employed in response to the JIT’s investigation.

United States:

o Dismiss:JustastheRussiangovernmentattemptedtodisassociateitselffromtheRussianmilitants
who shot down MH17, the Kremlin has continuously dismissed any blame for—or associations
with—the IRA’s operations and the actions of Russian operatives that impeded US democratic
processes by exploiting and manipulating American civic discourse.

o Distract: On July 22, 2016, three days before the Democratic national convention, WikiLeaks
released 19,252 DNCemails. Thisrelease and the persistent stream of continuing leaks became a
major distraction for Hillary Clinton’s campaign. Russian GRU hackers, operating under the front
“Guccifer 2.0," sent WikiLeaks thousands of DNC emails that they had retrieved by hacking into
the DNC’s email server.

o Deflect:Reinforcingtheseeffortswereothersocialmediapostsdesignedtodeflect.Followingthe
WikiLeaks release of hacked materials, one fake news story that emerged, commonly known as

-
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“Pizza-gate,"assertedthatoneofPodesta’sleakedemailsrevealedrecordsofachild-sextrafficking
ring that was, according to this rumor, run by Hillary Clinton out of the basement of a pizza shop
in Washington D.C.

o Distort:HighlyskilledRussiandisinformationistsprogrammedanddeployedbotsthatrepeatedly
posted socially divisive and politically polarizing content on US social media sites. They posted
inflammatoryandprovocativecommentstoengageUScitizensandcreatedandshareddistorted
contentontheseplatforms.TheRussianoperativescreatedfakesocialmediaaccountsthattargeted
Americansbasedonsociopoliticaldemographicfactorstoinfluencepublicopinionon”hot-button”
political topics such as race and immigration.

o Distrust: During the critical final months of the campaign, Buzzfeed reported that the twenty
top-performingfalseelectionstoriesfromhoaxsitesandhyper-partisanblogsgenerated8,711,000
shares, reactions, and comments on Facebook. Efforts to sow distrust in US political institutions
accelerated. According to the SSCl report, Hillary Clinton was especially targeted by Russian
Digital Disinformation campaigns to “undermine public faith in the US democratic process,
denigrate Secretary Clinton, and harm her electability and potential presidency.”’

+ United Kingdom:

o Theobjectivewastodismissargumentshighlightingtheunfavorableconsequencesofleavingthe
EU, distract attention from concrete pros and cons by emphasizing the threat posed by newly
arriving immigrants, and distort the economic benefits of leaving the EU.

o Deflect: Asked by a state television talk show hostabout the conflict with the West, Putin said the
real problemliesinthe”tectonicchanges”occurring withinit—anemerging crisis of democracy.
When questioned about the vote, Putininsisted that the Britain should recognize theresults of a
freeandfairelection.He was quotedintheWashington Postas saying,“Brexit passed,and noone
wantstoimplementit.They’re notaccepting theresults of elections. Democratic procedures are
being weakened; they're being destroyed”

o Seehttps://www.washingtonpost.com/world/2018/12/20/brexit-putin-sees-crisis-democracy-not-
that-he-has-anything-do-with-it/

o Distorted the conversation: The social reach of these anti-EU articles published by the Kremlin-
ownedchannelswas 134 millionpotentialimpressions,incomparisonwithatotalreach ofjust33
millionand 11millionpotentialimpressionsforallcontentsharedfromtheVotelLeavewebsiteand
Leave.EU website, respectively.

o Distrust:AccordingtoFacebook’sfindings,these pagesfrequentlypostedanti-NATO contentand
promoted protest movements through Facebook.

3. Would you say these models were drawn from traditional analysis (critical thinking skills),
structured analysis, empirical analysis, or quasi-quantitative analysis?

« Traditional (CT): The authors of the JIT study applied critical thinking skills to demonstrate the
failingsinthe Kremlin'sresponse. They cited the Kremlin's history of deceptionand that they would
be harmed by the investigation’s conclusions.

« Empirical: The value of a model is that it simplifies highly complex systems by capturing the
underlyingdynamicsinasystemicfashion.Theempiricalapproach allowed the authorstoidentify
the patternsin Russia’s responses to public accusations of wrongdoing. This allows the authors to
identify and collate the similarities across Moscow’s responses to international controversies.

.
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« Structured: The traditional (CT) model identified the need to scrutinize the Kremlin’s suspect
claims,butawiderangeofStructured AnalyticTechniquescouldbeapplied.Forexample,Deception
Detection, Red Hat Analysis, and Outside-In Thinking are three techniques that could interact to
assessthelikelihoodofdeceptionandidentifyhowandwhytheRussiansrespondedastheydid.Such
aprocesscouldhavegiventheauthorsadditionalinsightsintothemechanismsatplay,whichwould
inform the grouping of behaviors that comprises the 5 D's model.

4. How does an understanding of the models facilitate your understanding of the issue?

Models are intended to:

« Identify all the known parts of a problem and present them in a meaningful way that is both
comprehensive and mutually exclusive.

- Determine if any key information gaps exist and suggest research strategies to fill those gaps.

- Generate collection or research requirements that are tightly focused on the key drivers and
underlying fundamentals.

Inthisinstance, the 5 D's model helps the reader organize and recall the critical data in th case study. It lays
out whatis known about the issue, documents probable areas of deception, identifies key gaps, and takes
ito accountthe historical context of Kremlin disinformation.The Kremlin employs numerous mouthpieces
across many platforms. Inisolation, it would be difficult to make sense of its overall objectives without an
organizingmodel.Throughthe5D’s,theanalyst can make sense ofaRussian patternintended tochallenge
the credibility of its accusers and diminish public confidence it the results of the JIT study.

5. What can you learn on the internet and through Foresight Techniques about how Al technology and
Big Data might impact Russia’s disinformation programs?

Foresight Techniques such as Cross-Impact Matrix, Network Analysis, Multiple Scenarios Generation,
Quadrant Crunching™, and the Complexity Manager can be employed to lay out what is known about big
data,Al,andtheirassociatedindicatorsversustheirpotentialimpacts.Thesecanbeleveragedinthiscontext
to identify how big picture data could inform Kremlin disinformation operations as well as strategies to
combat them.

Artificial Intelligence can be employed both to identify deception and support detection. Adversaries can use
“computationalpropaganda”toleveragebotstopromotetailorednarrativesonalargerscale.Onthedetectionend,
platformsarealready making use of screening algorithms thatidentify and flag potential fake accounts based on
contentof postsand profile characteristics. Alin the context of disinformation s likely to feature a catand mouse
gamebetweenthedeceiversintenttospreadfalseinformationmoreeffectivelyandcovertlyandtheplatformsand
intelligence community employing increasingly sophisticated Al to identify and thwart deceptive efforts.

BigDataallow propagandaactorstoanalyze the conversationsthataredrivingthe publicdialogueinorderto
bettertailortheirtargeting. Networkvisualizations of 2016 IRA accounts demonstrates that some of the most
prominentlRAusersembeddedthemselvesatthecenterofTwitterconversationsdrivingpoliticaldialogueinthe
United States.On the detection side, big data initiatives by organizationslike the EU are used to helpimprove
the algorithms used to detect disinformation.
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Chapter 8: What Types of Information Are Available?
Review Case Study V, “Puzzling Food Poisonings in Germany”

1. Where should you look to find authoritative information about the food poisoning outbreak
reported in Germany?

In cases such as this, a plethora of information can usually be found on the internet. Unfortunately, much
of that information is speculation or the repackaging of information published by other sources, mostly
newspapers, wire services,and 24-hour television news channels. Separating the wheat from the chaff can
prove a major challenge.The key is to trace all press reporting back to an original source and then evaluate
the credibility of that source before entering itinto your database or using it in your paper. A more efficient
waytocollectcriticaldataistoidentifygovernmentpressspokespersonsorofficialgovernmentwebsitesthat
are responsible for informing the public about the outbreak. They are often more comprehensive in their
reporting and are less likely to continue to repeat information that has already been released.

2. Asyou start your research, what is known and what additional information is needed?

A careful review of the available information at the start of this case study reveals that little solid
informationisavailable except thatgrowing numbers of people are becomingill from an E. coli bacteria.
Most of thereporting focuses onindividualsin northern Germany, but the absence of reports from other
geographiclocations does not necessarily mean that the outbreak is isolated to one area. In fact, in this
casestudysimilaroutbreakswerereportedinNorthAmericaandFrance,andthediseasecouldhaveeasily
spreadtomanyotherlocations giventhe high volumes of cross-border traffic. Key unknownsinclude the
food source that is responsible for the poisoning, the origin of that food source, the type of strain, how
easily one could become infected, and how lethal the bacteria were. While most of the press reporting
wasfocused on whatfood wasresponsiblefor making peoplesick,overthelongrunanswerstothe other
questions were far more important to track down.

Another caution is that, even assuming honesty on the part of the information sources, some had good
reason to withhold information. German officials, in fact, were criticized for speaking too soon. Experts
initially had thought the source of the outbreak was Spanish cucumbers but had not verified this before
publiclyannouncingit. Theannouncement unnecessarily caused millions of Euros in damage to Spanish
farmers. As a result, governments and other sources of expertise are likely to be even more reluctant to
provide information in the future.

3. What are examples of primary and secondary sources used in this case study?

Primary sources usedin the study include Professor Weidmann, who was interviewed by Time; an official
WHO report; German Health Minister Bahr quoted by BBC; WHO official Flemming Scheutz quoted by
Nature;andthe statement by the EuropeanFood Safety Authority reported by the Guardian. Allthe other
sourcesqualifyassecondarysourcesinthattheysummarizewhatotherpeoplehavesaidorreported.Allof
thisinformationwasderivedfromreputablenewssources,butmuchwasstillconflicting,confusing,andin
the case of the Spanish cucumbers inaccurate.

4. Whattangible evidenceis used in this case study? Is the case based mostly on tangible or testimonial
evidence? Which is the more trustworthy?

Examples of tangible evidence include official WHO and other European documents as well as the forensic
evidencereportedbyGermanscientificorganizationsandtheChineseinstitutethatidentifiedthegenome.The
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preponderanceofthereporting,however,wastestimonialevidenceintheformofpressinterviewsofgovernment
officials,knowledgeableacademics,and ordinary citizens.Caution should betakeninusing much ofthe press
reporting, the bulk of which is second and third-hand.

Chapter 9: Can | Trust the Sources?

Review Case Study Il, “Russian Disinformation: Lessons Learned from the MH17
Shootdown”

1. Which of the six reasons for being concerned about deception might be relevant to the story of
the MH17 shoot down?

Reasons justifying concern for deception are relevant to the MH17 shoot down include:
- The potential deceiver has a history of being deceptive or misleading.

o Active measures or Dezinformatsiya is a notable tool within Russian strategy dating its legacy
backtotheearly20thcentury.lthasbeenemployedinincreasinglysophisticatedwaystodeceive
its adversaries.

- Datais received at a critical time when those involved have a great deal to gain or to lose.

o Russia'sannounced a press conference on July 21,2014 in response to the JIT investigation. The
publichadalreadybeenapprised ofthe JIT'sdetermination.Russiastoodtoloseifitwerenotable
to divert the public’s belief in the JIT's determination of Russian culpability.

+ Acceptingthenewinformationwouldrequirethepolicymakerordecisionmakertoexpendordivert
significant resources.

o AcceptingRussia’sevaluationwouldrequireanindependentinquiryseparatelyevaluatingthelJIT’s
investigation,aswellasasecondaryinvestigationinto Ukraine’sresponsibilityforthe downing of
the flight.

+ Acceptingthenewinformationwould causetheanalysttoalterakeyassumptionorkeyjudgment.

o Accepting the new information would require the JIT to overturnitsjudgment and toreview the
body of analysis that led it to determine Russian culpability.

« Theadversary or the competitor could track its adversary’s behavior and decisionmaking process
through an established feedback channel.

o WhiletheinnerworkingsoftheJITmighthavebeenconfidential,giventhe publicspotlightofthe
incident, Russia could have monitored JIT and public response to Russian counterclaims.

2. Would the Russians have reason to deceive other countries about who shot down the airline? How
was this reflected in their propaganda campaign?

Russia had reason to deceive to maintain an appearance of competence and as the righteous actor in the
annexation of Crimea.The larger international view is that Russiaillegally annexed Crimea.To combat that
narrative,Russiaisincentivizedtopresentitselfasaninnocuousactorintentonmaintainingstabilitybetween
UkraineanditsethnicRussian population.Errantly shootingdownapassengeraircraftunderminesRussia’s
moral position, as well asits stance thatits role in Ukraine is fundamentally to maintain peace and stability.
Russia therefore sought to point the blame for the incident at Ukraine. The JIT revealed in June 2019 that
a Russian operative was sharing conspiracies on his Facebook profile that the Buk missile launcher was

o [
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Ukrainianandthatthedowningwas partofadeliberatefalseflagattackorchestrated by Ukraine, the United
States, and Royal Dutch Shell. This sought to undermine the legitimacy of key stakeholders in the JIT.

3. Would Russia have reason to deceive the world about whether it was interfering in the 2016 US
presidential elections? How did they pursue this disinformation campaign?

Yes. Russia would cede strategic ground if it clearly demonstrated that it supported one US presidential
candidate.Russia'sforeignpolicyislargelyinformedbyanarrativearguingthattheWestseekstoundermine
Russia’sstrategicpositioningandinterveneinitsaffairs.Russianaggressioninthe contextwouldundermine
thatgoal. Asnotedinthe case of the Brexitvote, theKremlinalso likesto portrayitselfasan observer of state
sovereigntyandinternational law.Ifitwereto clearlyinterveneinanotherstate’s electoral process, it would
sabotage Russia’s claim to that stance.

Russia pursued its disinformation campaign through an effort to sow discord in US societal cohesion by
employingabroaddisinformationstrategyutilizingthe5D’s.Specifically,Russiasoughttoaggravatefractures
bytargetinggroupslike the African Americancommunity.ltdisparageddisfavored candidates,hackedand
leaked harmfulinformation,suchasinthecaseof ClintoncampaignmanagerJohnPodesta.Russianhackers
posedasAmericansonlineusersthroughseeminglylegitimatesockpuppetaccounts,regurgitatedfakenews,
and amplified destabilizing narratives through coordinated bot activity known as botnets.

4. What questions should analysts have asked when first receiving reports that Russia was responsible
for the shootdown?

1.What is actually known?
2. How does our source perform based on access and credibility?
3. What was the timeline of events and information received?

5. Which of the seven rules of the road would be most useful in assessing whether the spike in
inaccurate social media reporting in the lead-up to the November 2016 US presidential election was
deception?

« Avoid overreliance on a single source of information, as was the case with the German liaison
humansourceknownas“Curveball"whoprovidedincorrectreportingonthelragiweaponsofmass
destruction program.

> The Russian disinformation strategy was broad and relied upon multiple agencies and targeted
groups on all sides of the political spectrum. If an analyst were to focus on the targeting of one
group, he or she might come away with an inaccurate perception of the social media strategy.

« Seek the opinion of those closest to the subject or the event.

o Much of what is known about the Kremlin's effort is from our observation of their behavior. The
Senate Select Committee’sVolume 2 reportincludesinterviews from formerIRAemployees.This
interviewilluminatedthelRAworkingenvironmentandtheirexpectationsasemployees,suchas
closely following American politics.

« Know the limitations as well as the capabilities of the potential deceiver.

o From one prism, the Kremlin social media disinformation effort appeared comprehensive and
robust.Thismightleadananalysttoassessthattherearefewmeanstocombattheeffort. Areview
of the bot accounts, however, reveal that several aspects of the effort were crudely developed.
Many of the bots spoke in poor English, IRA accounts were often lacking robust profiles or were
repurposedfrompreviouspropagandaefforts,andtheSenateSelectCommitteenotedthatthelRA
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failed to make substantial use of paid advertisements, whichitassessed would have had a strong
impact on the IRA output.

+ Generate a full set of plausible hypotheses at the outset of a project—including a deception
hypothesis, if appropriate.

o Attheonset,whenanalystsobserveaninfluxoffalseinformationpropagatedthroughsocialmedia,
theywouldbewellservedtogeneratehypothesesastothesource.Otherproposedsourcesmight
includeadomesticpoliticalactor,anon-stateactorintenton pushingaparticularpolicy position,
or a different state actor.

Chapter 10: How Should | Assess the Reliability of Internet Information?

Review Case Study Il, “Russian Disinformation: Lessons Learned from the MH17
Shootdown”

1. Which internet sources used in this case study should be investigated more closely?

“RussiantabloidKomsomolskayaPravdareleasedanaudiorecordingoftwomenimpersonatingUSCentral
Intelligence Agency (CIA) “agents” who were conspiring to shoot down MH17.The source of the video
andtheidentitiesofthemenintherecordingwerenotprovided by thetabloid, strongly suggesting thatthe
Russian government was using one of its media outlets to spread propaganda and disinformation.”

This source warrants extra scrutiny because it is both identified as a tabloid and because it claims to offer
significantinformationthatwouldreshapepublicperceptionofthedowning.Thefactthattheoutletoffersno
sourcingisanotherareaofconcernasitmakesitimpossibletovetitsclaims.Lastly,theaudiopresentsseveral
red flags, as the speakers’English sounds unnatural and contains linguistic inaccuracies such as improper
syntax,awkwardlexicalandprosodicstresses,andotherblatantconversationalabnormalities,indicatingthat
the men recorded are not native English speakers.

“Russianseparatistswereheardblamingeach otheronsocialmediaandblamingtheUkrainiansonanother
networking site called LiveJournal and in TV interviews on Russia Today (RT). Some separatists even took
creditfordowningtheplaneontheirown social mediaaccounts”RTisaknowntofunctionasamouthpiece
for the Kremlin. Additionally, separatists stand to gain by blaming Ukrainians as it would redirect public
scrutiny to a state with whom the separatists are at odds. Reinforcing these efforts were other social media
posts designed to deflect. Following the WikiLeaks release of hacked materials, one fake news story that
emerged,commonlyknownas“Pizzagate,'assertedthatoneofPodesta’sleakedemailsrevealedrecordsofa
child-sex trafficking ring that was, according to this rumor, run by Hillary Clinton out of the basement of
apizza shopinWashington D.C.The most glaring concernis that social media posts asserted that the leaks
revealed records of Hillary Clinton’s role in a child-sex trafficking ring without presenting original sources.
Thisrepresentedaboldclaimthatwouldhaveasignificantimpactonjudgmentsrelatedtoageneralelection
and therefore calls for additional scrutiny.

ATwitter account operated by Russian trolls in St. Petersburg used another form of distraction by posing as
the Tennessee Republican Party with the name @TEN_GOP. It posted a manipulated version of one of the
Podesta emails on Twitter that attempted to incriminate Hillary Clinton for the Islamist militant attacks on
the US consulate in Benghazithat resulted in the deaths of four US officials. The Russian news agency Sputnik
published an article regurgitating the @TEN_GOP story and used the fake document as the basis for its

news article. @TEN GOP was an unverified Twitter account. Sputnik is a news network with close ties to the
Kremlin. Both vectors of sourcing for this story should be met with skepticism to a lack of credibility from @
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Older Versions: Wayback Machine
revealedthatearlierversionsofthesiteincludedhigherconcentrationsofentertainment-gearedcontentand
consistent tabloid-style imagery and headlines throughout the years.

2. Content: Based on enclosed story of poor audio attempting to depict CIA “agents,” ownership ties to
Gazprom, and tabloid contents, this site appears to be unreliable.

+ Accuracy:Theaudioincludederrorsbasedonimpropersyntax,awkwardlexicalandprosodicstresses,
andotherblatantconversationalabnormalitiesthatwouldstandoutasinaccuratetonative-English
speakers.

« Authority: Ownership ties to Gazprom suggest that site likely has Kremlin editorial influences. The
sitehasaninherently poorreputationasanewsdisseminatorasarecognizedtabloid.Sourcestothe
audio are unidentified.

« Objectivity: Site and article offer several reasons for consumers to believe that their objectivity
might bein question. In addition to Gazprom ties, the timing of the article was shortly after the JIT
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determinedthatRussian operatives weretoblameaninternationally recognized errorthatreflects
poorly on Moscow. It would therefore be in the interest of a state-friendly tabloid to attempt to
influence the public that Russia was not to blame for the flight's downing.

Currency: Brokenlinkcheck found one broken link; articles are current and include an updated
COVID-19section.Website is, however, crudely developed fora nationally recognized publication.

Coverage:Neitherthesource ofthevideonortheidentitiesofthe CIA“agents”intherecordingwere
identified.Thisisasignificantomissionconsideringthebrazennature oftheclaimsandnoprovided
means to fact-check its assertion.

3. Do any of the exceptions to traditional sourcing rules apply to the sourcing used in this case study?

Use content from named authors or organizations.
o TEN_GOP is a non-verified source lacking a clear organization.
Investigate credentials.

o Inthe case of @TEN_GOP, a brief inquiry into the account would identify that the account is not
officially associated with the Tennessee Republican Party.

Assess qualifications and point of view.

o Similartocredentials,accountswithoutclearcredentials ordemonstrated qualificationslack the
legitimacy to be considered reputable news sources. This is the case for
@TEN_GOP, as well as other unverified Twitter accounts reporting news.

Consider site sponsorship.

o RT & Sputnik both have recognized ties to the Kremlin, which offers a clear paper trail for state
influence in editorial process.

Evaluate the intention of the site.

o Sponsorship and credentials could help inform the intention of a particular news site. Other
questions could include: does the site stand to gain from the information its publishing? Does
it change a key narrative at a pivotal moment? In the case of Sputnik in the story connecting
candidateClintontoachildtraffickingring,otheranalysismighthavedeterminedthatRussiawas
takingactionpreferentialtotheTrumpcandidacyandKremlin-friendlypublicationsmightrelease
false information designed to harm his opponent’s candidacy.

Evaluate the source over time.

o News publications gather reputation based on alegacy of quality reporting and a willingness to
correct errors. If a source consistently upholds high standards in these categories, then it can be
considered areliable source. Many of the IRA bot accounts had only existed for short periods of
timeorwerere-purposedfromothereffortsandmaycontainTweetsintheirearlystagesrelatingto
completely different topics.

> -
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Chapter 11: Are My Key Assumptions Well Founded?
Review Case Study V, “Puzzling Food Poisonings in Germany.”

1. At the outset of this case, what key assumptions were reporters (and analysts) making about the
outbreak of E. coli in Germany? How many were supported, in need of caveats, and unsupported?

A summary of the key assumptions is provided in Figure 11.1. In this exercise, four of the assumptions are
supported,twoarecaveated,andfourareunsupported.Thecaveatsarethat1)thebacteriaiscontagiousonly
ifdirectphysicalcontactismade,and?2)initialresearch suggeststhatthestrainisuncommon, butadditional
research is required to determine the exact strain and its origin.

Number Key Assumption Rating
1. The strain of baterica was more toxic than most. S
2. The food source of infection was cucumbers. U
3. The food source of the infection was raw vegetables. U
4, The geographic source of the infection was Spain. U
5. The geographic source of the infection was Northern Germany. U

Official reports citing the likely source of contamination would

6. : . S
cause serious economic damage to farmers.
7. The strain has never been seen before in humans. C
8. The strain was highly contagious. C
9. Victims could be treated with antibiotics. S S Supported
10 Washing one’s hands and cooking all vegetables would reduce the s c L EEEEL
’ chances of infection u Unsupported

Figure 11.1. German Food Poisoning Key Assumptions Check
2. Were one in four key assumptions unsupported as is usually the case?

Inthisexample,theratioofUnsupportedtoCaveatedandSupportedassumptionsishigherthantheaverage
of one in four. In this case, four out of ten assumptions are Unsupported. This is not surprising given the
lackofsolidinformationattheonsetofthecrisisand publicpressureto provide usefuldatapeoplecanuseto
avoid becoming infected.

3. How would a Key Assumptions Check exercise helped German officials working this case?

Ifanalystssupporting German officials—andreportersforthatmatter—had conductedaKey Assumptions
Checkasthebreakoutwasinitsearlystages,thechancesofsuggestingincorrectsourcesofinfectionprobably
would have been reduced.

Areasonable assumptioninitially made by the experts was that the strain of bacteria originatedin animals.
Thisassumption was reasonable because mostE. colistrains thatlead to outbreaks originate from animals,
whichistransmitted to humans through food and water. Officials were quick to test thisassumptionin the
lab, however, and it was fairly quickly found to be untrue. As aresult, the scientists concluded that humans
were the most likely source of the outbreak, even if food was the way in which it was transmitted.
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4. If aKey Assumptions Check was conducted, what key uncertainties would have been identified
suggesting priority topics for investigation?

AKeyAssumptionsCheckwouldhaveidentifiedseveralobviousareasforinvestigation,includingwhatfood
source was causing the problem and where the source originated. More importantly, a Key Assumptions
Check might have prompted officials—and reporters—to delve more deeply into what strain of virus was
causing the outbreak, how contagious and lethal it was, what would be the most effective treatment, and
whether more care should be taken before announcing possible sources of the bacteria.

Chapter 12: Can | Make My Case?

Review Case Study |, “Uncharted Territory: Conflict, Competition, or
Collaboration in the Arctic?”

1. What is the primary assertion made by the analyst in this case study? What key evidence and logic

does the analyst provide to support this claim?

+ Despitethemanystakeholdersandindividualinterests,Arcticcompetitionisunlikelytoescalateinto
armed conflict.Keyevidence providedarethenumeroustreatiessigned by Arcticstakeholdersthat
lean friendly to Russia, as well as a strong NATO deterrence presence.

2. What are two key secondary assertions and the key evidence and logic used to support the claims?
« HowtheArcticevolvesoverthenextdecadeorsowillbedeterminedbyasetofkeydrivers—defined
as forces, factors, and events that will dictate how the region actually evolves

o Global drivers that focus on the wider context within which the Arctic is changing. How is the
global economy expected to develop? What might the world’s population be in 20507 How will
globaldemandformineralresourceschangeovertime?Whataretheexpectationsforfutureglobal
demandforenergy?Theseglobalfactorscomewithlargeuncertainty,especiallyseveraldecadesout,
yet they set the scene for dramatic change in the Arctic.

o ArcticdriversincludethechangingpopulationoftheArcticregion,shippingthroughArcticwaters,
the activities of oil and gas companies, mining, fishing, Arctic tourism, and food security.

3. Areany contrary views or evidence presented that would challenge the key assertion or the
secondary assertions that you identified?
« Climate change features at the top of the agenda for nearly all international meetings and
conventions. A drastic swing in policy could alter the trajectory of Arctic ice melt.

+ Russia has been belligerent beyond its borders and violated treaties, such as the NPT. It stands to
reason that Russia could take a more aggressive approach in making territorial claimsin the Arctic.

« Apushtowardscleanenergyandacidification could minimizetheresourceavailabilityinthe Arctic
and diminish its appeal.

+ Global companies and kleptocracies could emerge as the primary power brokers in the region.
4. Canyou find examples of each type of analysis?
» Descriptive

o Several international institutions are engaged in managing the affairs of the Arctic region. In

o |-
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additiontotheArcticCouncil, theArcticEightcountriesaremembersofseveralorganizationsthat
haveratified ArcticpoliciesorareintheprocessofdevelopingArcticpoliciesincluding:TheUnited
Nations, NATO, European Union (EU), Barents Euro-Arctic Council, International Maritime
Organization (IMO), Commission on the Limits of the Continental Shelf (CLCS), and the United
Nations Convention on the Law of the Sea (UNCLOS).

« Explanatory

o Aninternationallegalframeworkexistsforgoverningeconomicuseoftheregionbasedonglobal,
customary international law codified in UNCLOS. The Convention obligates states to respond
individually and jointly to the new challenges deriving from increasing economic activities.

- Evaluative

o Climatechange,oceanacidification,andthesubsequentchangesinmarineproductivityarelikely
to affect not only fisheries, but eventually the whole economy in the Arctic. A 2014 study of the
effectof carbondioxide (CO2)emissionsontheeconomicsof marinefishinginthe Arctic projects
thattotal Arcticfisheriesrevenuewillincreasebetween 14and59percentby2050, relativeto2000.

« Estimative

o By 2030-2050, the melting of ice in the Arctic will allow permanent sea passages to open in the
Northwest Passage (NWP) and the North Sea Route (NSR).

5. Canyou find any examples of logical fallacies in the case study?

- False analogies:

o Some Chineseforeign policy experts believe that President Xi Jinping is expanding the country’s
foreign policy interests in the Arctic in accordance with China’s “One Belt One Road” initiative.

o Though several factors, such as a preference for economic influence, bear similarity to the One
Belt One Road initiative. It remains to be seen if China will take a similar approach in the Arctic
as it has done in the Middle East and Sub-Saharan Africa. Similar opaque trade deals that have
led to Chinese port seizures, such asin Djibouti, are unlikely to take shapein the Arcticwhere the
stakeholders are represented by Western states with more developed economic policy.

« False dichotomy

> “DuetothesuccessfulpolicybetweenArcticRegionNations—suchastheRussia-NorwayBarents
Sea Agreement—there can be a peaceful use of the Arctic without military force.”

o Russia can sign on to agreements and still violate them, leading to potential escalation.
« Red herring

o The apparent US-Russia “icebreaker gap” has spurred some US security experts to urge
policymakersandCongresstoinvestinbuildingmoreicebreakers.OtherexpertsbelievetheUnited
StatesistoofarbehindRussia'sicebreakercapabilitiesandthatfuturefundingshouldbeallocated
to more critical US security needs.

o While the ice breaker gap is clearly an important factor considering the necessity of a fleet of
icebreakers to navigate Arctic waters, particularly during winter months, the US and NATO
hold a much greater combined military arsenal in the Arctic relative to Russia. A description
of comparative Arctic strategic capability is at best incomplete without reference to NATO’s
capabilities.
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Chapter 13: Did | Consider Alternative Hypotheses?
Review Case Study V, “Puzzling Food Poisonings in Germany”

1. Were sufficient alternative hypotheses concerning the origin of the infection considered?

No. Attention focused immediately on Spanish cucumbers. A good critical thinker would generate a list of
possiblealternativecausesoftheoutbreak,notinginwhichcountriesthebacteriainfectionhadbeenfound,
whatfood products had been digested before people becameill,and where suspected food products may
have beengrownorprocessed.Suchalistcould belengthy,suggesting thatitwould beinadvisabletofocus
attention on one or two lead hypotheses too early in the investigation.

One approach for generating alternative hypotheses is to employ the journalists list of Who? What? How?
When? Where? and Why? to stimulate ideas.

Who: An assumption was made that the “who” was a farmer or group of farmers and that the
outbreak was unintentional.Infact, none of the pressarticles challenge thisassumption. However,
unconsideredalternativesincludeterrorismorevenindustrialsabotage.Apotential’null’hypothesis
would be that someone caused this outbreak to occur versus it occurring naturally. When one
considersthemanymillionsofdollarsindamagethisoutbreakcausedtoSpanishandotherEuropean
farmers, industrial sabotage especially would have been a reasonable hypothesis to explore.

What:Atfirst,cucumberswerethoughttohavebeenthesource.Subsequently, thelistexpandedto
allsaladvegetablesandfinallytobeansprouts.Whilealternativehypotheseswereconsideredoverthe
courseoftheoutbreak,theywerenotconsideredsimultaneouslyandtestedinthisway.Eventhenull
hypothesisof‘notSpanishcucumbers”couldhavebeenuseful. Hadthesemultiplehypotheses—such
asallsaladvegetables—beentestedatthe sametime,attentionmightnothavebeenasfocusedon
Spanish cucumbers, and the actual source may have been found more quickly.

How:Considerationofthe"how’raisesseveralquestions,suchaswhetherpeoplebecameillbecause
thefoodwasinfected, packagingmaterialswereinfected,orthebacteriawereoutsideontheskinand
the food was not washed.

When: Not applicable.

Where: Aswiththe“what”question, the source ofthe outbreak wasassumedto befrom Spain, then
whenthatwas notverified, northern Germany. A null hypothesis would have been“not Spain.This
couldhavestimulatedinvestigatorstoconsiderotherpossiblelocationsearlier.Hadmultiplelocations
beenconsideredsimultaneously,thiscouldhavealsosavedsometime,alongwiththeoverallcoststo
European farmers.

Why: Similar to the “who” question, motive was not considered. At the time, the outbreak could
have been adeliberate attack by terrorists oranact ofindustrial sabotage.Whenitisanaccidentor
anaturally occurring outbreak, the“why”questionisless relevant, butit could be helpful toexplore
reasons for improper food processing.

2. Was sufficient attention paid to whether it was a version of a known strain of E. coli or an
unknown strain?

Yes. Scientists worked diligently to identify the particular strain of virus causing people to becomeiill. No
premature announcements were made by German officials until the scientific work was completed.

s |
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3. Which technique—situational logic, identifying historical analogies, or applying models or
theories—would be most appropriate in generating alternative hypotheses in this situation?

The lead approach in this situation would be to use historical analogies. Outbreaks like this have occurred
manytimesinthepast,andscientistshavedevelopedsolid protocolsforinvestigatingthecauseoftheillness
in the most efficient manner possible. German health officials almost certainly consulted with WHO and
centersfordiseasecontrolinothercountriesthathad dealtwith similarsituations.Strong pressurefromthe
publicandpoliticians,however,canmakeitdifficulttofollowtheprotocolsasassiduouslyasdesired.Thiscan
lead to premature announcements that cause unnecessary harm both economically and politically.

4. How would an ACH exercise have helped analysts work this problem?

At the outset, conducting an ACH exercise could prove problematic because the number of alternative
hypotheses could be in the hundreds. One solution for this problem is to conduct an initial ACH exercise
using broader categories such as 1) the strain of bacteria is human or animal based or 2) the source of
contamination is an indigenous food product, an imported food product, a food processing plant, or
contaminatedfieldswherethefoodwasgrown,and3)thepointofoutbreakisnorthernGermany,elsewhere
in Germany, elsewherein Europe, oroutside of Europe. As several of these options are eliminated, the use of
the ACH methodology becomes more manageable.

Chapter 14: How Do | Deal with Politicization?
Review Case Study VI, “The Case of Irag’s Aluminum Tubes”

1. Did the author present a balanced picture of Iraq’s Weapons of Mass Destruction program?

Yes.Theauthor provided boththeevidence supporting thefindings of National Intelligence Estimate (NIE),
aswellasevidenceconflictingwiththeNIE'sconclusions.ltalsoprovidedtheassessmentsoftheagenciesthat
agreed with the assessment—DIA, NGIC, and CIA—and those that disputed that the tubes functions were
only suitable for nuclear use—DoE and INR. The case demonstrates to the reader the historical context, as
well as the conflicting indicators that rendered this case a particularly challenging analytic judgment.

2. What cognitive biases, misapplied heuristics, and intuitive traps did the analysts fall prey to in
assessing the status of Saddam Hussein’s Weapons of Mass Destruction program?
+ Vividness Bias

o Following the Gulf War, the IC determined that it had underestimated the extent of Saddam
Hussein'sWMD program.Based ontheirbeliefthatHusseinwaslikely continuingto clandestinely
developits program despite evidence, itappears thatagencies may have overcorrected for their
previous error and incorrectly concluded that Hussein was continuing Iraq’s nuclear program

- Confirmation Bias

o Similartotheabove, thelCundervaluedthelackofevidentiarysupportbeyondthepurchaseofthe
tubesinassessinglrag’'snuclearprogramdueinparttoitsknowledgethatHusseinhadpreviously
concealed its program.

« Premature Closure

o ItappearsthattheClA’'sassessmentthattheprogramwasproceedingwasbecausethetubeswere
“well suited as a rotor in a Beams-type centrifuge!” This data point on its own is insufficient to
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3.

4.

determinetharlraghadreinvigorateditsprogram,particularlyabsentsupplementaryevidenceof
Irag’s efforts to advance the program.

« Lacking Sufficient Bins

o Analysts focused their attention on two hypotheses (a substantial, hidden program or a more
modest program that could be quickly surged). They left out a critical third hypotheses, that the
programhad beenterminated.Because thisbinwasnotconsidered, lessweightwasgiventothe
potential for deception and for the absence of information about a program.

« Ignoring the Absence of Information

o Analystswere understrong pressureto find the evidence of programs, the task was tofind where
Saddamhadhiddenkeycomponentsand processes.Asaresult,evidencethatsupportedthenull
hypothesis, that no program existed was ignored.

What Structured Analytic Techniques could the author have employed to better deflect any charge of
politicization?

1. Because the question was notably posed by cabinet officials as: where are Iraq’s nuclear weapons,
the analysts would have benefitted from employing a Multiple Hypothesis Generation to pose and
explore other possible scenarios. Similarly, Multiple Hypothesis Generation or Quadrant Hypothesis
Generationwouldhelptoensurethatallpossiblealternativesaregivenadequateattentionandthatthe
final set of hypotheses is both comprehensive and mutually exclusive.

2. An Analysis of Competing Hypotheses and other matrices could be employed after the MHG to

arraythedatasothateachhypothesiscouldbeevaluatedobjectivelybasedonhowitcontributestothe
analysis.Anyassumptionsinherentineachhypothesis,suchasthebeliefthatHusseinwascontinuingto
pursue a clandestine nuclear program, could be interpreted and rated or identified and challenged.

3. A Key Assumptions Check would offer another means to subject any assumptions relating to the
resurgence of Iraq’s nuclear program to greater scrutiny.

4. Premortem Analysis and Structured Self-Critique would have allowed analysts to confront the
consequencesofaspectacularlywrongconclusionbeforesubmittingtheirreport.Thiseffortmayhaveled
analysts to identify and scrutinize core assumptions leading to this analytic failure.

5.RedHatAnalysisfocusingonhow Husseinviewed his statusintheregionand how he would be mostlikely
tointerprettheactionsoftheUnited Statesanditsalliesmighthavetippedanalystsofftothedesiretoemploy
deception (even of hisown military commanders) and to assume the CIA would know he had no programs.

The article was written for a traditional decision maker. How would you organize it differently if the
client were an ideologue or a novice decision maker?

Ifthe clientwereanideologueornovicedecision maker,itwould be essential thattheanalysisemploy SAT’s,
broaden the context, and focus on drivers and scenarios rather than policy decisions.

The analysis would rely more heavily on Structured Analytic Techniques—such as Indicators, Argument
Mapping, Deception Detection, Analysis of Competing Hypotheses, and Premortem Analysis to ensure
thatthereasoningisairtightand exposedto the client. Theanalysis would provide ananswer to theclient’s
guestionbutwouldbroadenthecontextbyprovidingthreerecommendationsforeach.Eachscenariowould
behighlighted by keydriversaswellasinformationgapsandcontradictoryinformation.Thesewouldserve
todirectclientstofocusontheconditionsinformingeachrecommendationandtoallowthemtoreviewthe
progression of those conditions as time passes.
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If the client were a novice decision maker, analysts would need to devote more attention to describing the
quality of sourcing and the evidentiary basis for their key conclusions.

Chapter 15: How Might | Be Spectacularly Wrong?
Review Case Study VI, “The Case of Iraq’s Aluminum Tubes”

1. Imagine yourself conducting a Premortem Analysis of the case study. Assume that your preliminary
analysis is that the aluminum tubes were acquired to support Irag’s Weapons of Mass Destruction
program.

ConsidereachoftheFive-Ws-and-an-Hquestionsasitrelatestothecasestudyandwritedownyourresponse
to each in a sentence or two: Who, What, How, When, Where, and Why. Conduct a brainstorming session
askinghoweachoftheanswersyougeneratedforeachquestionmightbespectacularlywrong.Decidewhat
additionalworkneedstobedonetoexplorepotentialalternativeexplanationsandwhetheranykeyjudgments
need to be adjusted.

- Who:

Initialjudgment:SaddamHusseinhadconcealedlraq'sWMD programssuccessfully priortothe Gulf
War,andanalystsbelievedIragwascapableofobtainingthetechnicalexpertiseneededtorestartits
weaponprogramsdespiterigorousUNsanctions.TheNIEassessedthatbasedonlraq'sacquisitionof
the aluminum tubes, Hussein was intent on acquiring WMD's.

Why it might be wrong: Although we know Hussein has a history of deception and are aware that
he purchased aluminum, we are lacking evidence demonstrating current intent. Nor do we know
if the tubes were acquired for rockets or for invigorating Iraq’s nuclear program. This could come
inthe form of private conversations, statements from his close allies, as well as secondary evidence
supporting the tubes’intended use for nuclear centrifuges.

« What:

Initialjudgment:TheClAbelievedthatlraq'seffortstoprocurehigh-strengthaluminumtubeswereof
significant concern suggesting that it was reinvigorating its nuclear program.

Why it might be wrong: We know that the tubes were anodized, which could have been done to
increase the tubes’tolerances to be used in nuclear enrichment. The DIA also assessed that the
aluminumtubesdidnotmeetspecificationsforuseinrockets.However,inthe 1980s, Iragiscientists
frequently over-specified the tolerances of various weapon-materials in an attempt to improve
operationalefficiency.Therefore,itmaybepossiblethatinexperiencecouldbeleadinglragiscientists
to over-specify the tubes rather than intending them for a different purpose.

« How:

Initial judgment:Iraq received $6.6 billion iniillicit revenue from oil smuggling and humanitarian-
goodssellerswhohadpaidsurchargesandkickbacksonsalestotheSaddamregimeeitherdirectlyor
indirectly.

Whyitmightbewrong:Thealuminumtubeswereacquiredthroughregularcommercialchannelsand
notclandestine meanswhich suggeststhat Hussein did not feel compelled to hide the acquisition.
Though analysts assessed that this amount of money may be sufficient to develop a clandestine
nuclear program, we are missing another”“how.”"How is it that in spite of the UN inspector’s efforts
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to dismantle Iraq’s WMD programs and the IC’s meticulous commitment to monitoring Iraq,
Husseinhasbeenabletopursuetheprogramwithoutrevealingevidencebeyondhispurchaseofthe
aluminum tubes? This question calls for further inquiry.

« When:

Initial judgment: In late 2000 and early 2001, the CIA was alerted that Irag had commissioned a
company in Chinato manufacture 60,000 7075-T6 aluminum tubes without UN authorization. We
determinethatthesetubesaretobeemployedbyBaghdadtodevelopanuclearenrichmentprogram.

Whyitmightbewrong:Duetotheirdiameter,thesetubeswouldbe prohibitedbythe UNregardless
of whether they were intended for use as rockets or in a cascade-type centrifuge. The intelligence
assessments rendered in this case were split 50/50 as to whether the tubes would better serve as
rockets or for nuclear centrifuge. A Red Hat Analysis would help to clarify this question by putting
analysts,withthehelpoflocalexperts,intheshoesoflragiscientiststomoredeeplyexplorewhythey
might have specified the tubes as they did.

« Where:

Initialjudgment:SaddamHusseinhad concealedlraq'sWMD programssuccessfully priortothe Gulf
War,andanalystsbelievedlragwascapableofobtainingthetechnicalexpertiseneededtorestartits
weapon programs despite rigorous UN sanctions.

Why it might be wrong: This analysis currently holds a significant gap in itsignorance as to where
thenuclearprogramisoperating.Husseinhasmanagedto conceal hisprograminthepast,buthow
would he manage to subvert current increased scrutiny?

« Why:

Initialjudgment:The US already invaded Iragin 1990 and its government is already under intense
scrutiny by the international community. In the interest of the survival of Hussein’s regime, a fully
developednuclearprogramwouldprovideBaghdadwithanunparalleleddeterrentagainsttheWest
and Iran.

Why it might be wrong: Policymakers are watching this scenario with a close eye. Hussein might
be aware thatiftheinternational community were to discover that Baghdad was pursuing nuclear
enrichment,theywouldbeinvaded.Becausetherearereasonablyplausiblealternativeexplanations
for Irag’s purchase of the tubes, we must further explore why Hussein might take this potentially
suicidal risk.

- Decide what additional work needs to be done to explore potential alternative explanations and
whether any key judgments need to be adjusted.

The report identifies that no evidence was found that Iraq was pursuing other supplementary
purchasesnecessaryforuraniumenrichmentotherthanthetubes.Therefore, furtherconsideration
should be given to the possibility that there was no connection between the purchase of the
aluminumtubesand SaddamHussein'sinterestsinrebuildinglraq’sWMD program.Furtherinquiry
shouldbeinitiatedtoidentifyalternativeexplanationsastowhylragmayhave purchasedthetubes.
Theabsenceofsupportingevidencethatthetubeswereintendedforthispurposerepresentsakeygap
that should confound analysts’ ability to confidently assess the intention of the purchase.

o [
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2. Conduct a Structured Self-Critique of the analysis in the case study, focusing in particular on the
following questions:
- Have sufficient alternative explanations or hypotheses been considered?

o Akey failure was to focus on only two hypotheses and failing to take into consideration a third,
null hypothesis. The set of hypotheses was not comprehensive.

o Anotherkeyalternative explanation thathas notbeen sufficiently exploredisthatIraqiscientists
may have over specified the tubes to be used as rockets, which is why they would appear better
suited for nuclear use. Iraqi scientists did this in the 80’s and a Red Hat Analysis partnered with
local experts and/or insiders might improve analysts’ ability to confidently explain the Iraqi
scientists’ reasoning.

+ Was a broad range of diverse opinions solicited and factored into the analysis?
o The case study included assessments from four separate agencies:
1.CIA
2.DIA
3. DoE
4.INR

o However,greaterinputfromlocalsourcescouldhave providedamorediverseandinternalinsight
into:

1. Why Iraq made the purchase?
2. Why might the tubes have been over specified?
3. How would Hussein manage to hide the program from the international community?

« Werekeyassumptionsidentifiedandcriticallyexamined?Wereunsupportedassumptionsidentified?
Did the group consider how this could change the analysis?

o Key assumptions were identified where the CIA, DIA, DoE, and INR’s assessments were laid out.
Criticalviewswereexploredbutthecasestudydocumentsthatanalystsexplainedawaytheabsence
ofsupportingevidenceoftheWMD programonthegroundsthatlragwascontinuingitseffortsto
conceal its weapons programs to evade discovery.

o Itispossiblethatanalystsexploredhowthefactthatanabsenceofevidencesupportingthenuclear
theorymightinfluencetheirfinaljudgment,butitappearsthattheyreadilydismissedthisconcern
due to Hussein’s history of deception.

« Are there significant information gaps? Have we considered how the lack of data could have
influenced the key analytic judgments?

Key information gaps include:

o Knowledge of where the program was operating

o Additional current evidence supporting the tubes’ use for nuclear purposes
o The internal thoughts and conversations occurring within Hussein’s regime
o How the program is evading detection

« Whatmighthavebeenlearnedif we had spentmoretimetryingtoputourselvesinSaddam’s shoes

and understand what motivated his actions?
.



o Wemighthave determined that Saddamwas keenly aware thatdue to UNinspections, his ability
tocovertlydevelopaWMD programwouldbeseverelydiminishedandtheconsequenceofgetting
caught might be existential.

o WemightalsodeterminethatSaddamwasmoreconcernedwithregionaladversariesthannuclear
deterrenceagainsttheWest.Itispossiblethatwithouttherightmeasuresandvoicesintheroom,a
reframing exercise might not have yielded us significant alternative information.

Chapter 16: Is My Argument Persuasive?

Review Case Study |, “Uncharted Territory: Conflict, Competition, or
Collaboration in the Arctic?”

AssumeyouhavebeenaskedtowriteanintelligenceassessmentoftheprospectsforconflictsintheArcticregionin
the next decade.

1. What might be the primary thesis or argument of the paper?

« United States

o ThegrowingcompetitionintheArcticpresentsbothapotentialthreatandeconomicopportunity
for the United States and its Western allies.

- EU

o ThegrowingcompetitionintheArcticpresentsbothapotentialthreatandeconomicopportunity
forthe EU and its Western allies. The degree of risk to EU members and allies calls for greater EU
leadership to ensure that Arctic competition remains peaceful.

2. How could you establish credibility in making this argument?

Credibility would be based on the reputation of the organization, the quality of its product, previous
interaction and trust-building established with the client, and past success in tailoring the product to the
client’s specific needs and knowledge base.

3. Which of the five techniques often used in advertising might you rely on the most to make the
argument?

+ Simplicity
Though the most of the clients are deeply knowledgeable about this topic, they also have heavy
demands on theirtime.This paper will emphasize the key components that might factorinto their
decisions, while providing supportinginformationin text boxes should they choose to explore the
nuances within the topic in greater depth.

« Similarity/contrast
Thesetechniqueswillbeemployedtoensurethatbridgesareextendedtoothertopicsandconcepts
that the client is familiar with. This will make the analysis easier and quicker to absorb.

« Scarcity
Though this case study is builton open-source information, my agency willinformits analysis with
all-source reporting that would be unavailable to the client from other analytic teams.

» -
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4. To which of the seven common traps discussed in the chapter might you be most susceptible?

« Mismatched data

o The Belt and Road Initiative is an easy comparison to the Chinese role in the Arctic, but any
analogy should be evaluated critically before determining that it explains the situation at hand.
Similarly, the belief that Russia might violate an Arctic Treaty because it violated the NPT is not
certain. This comparison should be met with a similar critical eye.

« Out of date information

o Much of the information in this report is from 2019, but situations with so many stakeholders
can be dynamic. Itis essential for the client that our analysis provides the most current data and
embedded analysis.

« Oversimplification
o Whenthismanyfactorsareatplay, it can be quite easy to over-emphasize one pointand develop
analysis that does not adequately capture the complexity of the issue.
5. How could you most effectively make your argument in a digital environment?
« Leveraging visual tools, for example, by simulating the pace of ice melt in the Arctic. It also is
essential that the formatting is compatible with the client’s technology and server restrictions.

« Drop down menus and links to give clients the key data and analysis that they need while offering
them the opportunity to delve deeper if there is a particular area for which they would like more
information. Drop downs, for example, could provide a lists of indicators, key assumptions,
information gaps, or key drivers.

+ Key words that capture the overall topic, the conclusion, and key points allow the client to quickly
retrieve the report even years in the future to inform future decisions.

Chapter 17: How Should | Portray Probability, Levels of Confidence,
and Quantitative Data?
Review Case Study VI, “The Case of Irag’s Aluminum Tubes”

1. How would you assess the chances that Iraq procured aluminum tubes to use in its nuclear
centrifuges for the purposes of developing a nuclear bomb? What words, percentages, or bettor’s
odds would you assign to this judgment?

3-in-10 odds that the tubes were intended for nuclear centrifuges, 7-in-10 that they are not.

2. Whatis the rationale behind your choice of a word, a percentage, or bettor’s odds in the answer you
provided above? In other words, if you added the word because to the end of the preceding sentence,
what reasons would you give to complete the sentence?

Bettors odds are intended to remind the audience that this judgment involves an implicit risk calculation.
Withsomanyvariablesandconflictingassessments,itisevidentthatthisdeterminationcarriesbothriskand
uncertainty.Weassessthesechancesaslowduetothesignificantabsenceofinformationthatmightpersuade
us that the tubes were intended for nuclear purposes.
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These include:
+ Alack of accompanying evidence supporting nuclear enrichment
- A history of Iraqi scientists over-specifying weapons
- No knowledge of where or how Hussein is hiding the nuclear program
- Dissenting assessments that tubes’ conditions could also be for ground-to-ground rockets
3. What level of confidence do you have in the sources used to support the analysis on whether
Iraq procured aluminum tubes for use in its nuclear centrifuges for the purposes of developing a
nuclear bomb?
+ IAEA evidence of previous efforts to develop nuclear weapons — High
o Extensive verification activities.
« Australian intelligence’s notification almost immediately following the discovery of Iraq’s order
through an intermediary party - Moderately High
o Trusted five eyes partner. But the judgment relied on an unnamed intermediary party.

+ GAOstudy estimated thatin 2001 alone, Iraq earned $1.5 billioniinillicit oil sales funneled through
Syria, Jordan, Turkey, and the Persian Gulf and another $700 million from surcharges and contract
kickbacks.Asubsequentreportpublishedin 2003 calculatedtotalillicitrevenueasapproaching $9
billion. - High

o This is a domestic agency specializing in auditing and accounting with access to trusted
information. Its findings were also supported in the subsequent 2003 study.

4. Whatlevel of confidence do you have in your overall assessment regarding the overall status of Irag's
Weapons of Mass Destruction programs?

Hindsight allows for near certainty. But at the time, the analyst’s confidence would be moderate -4in 10
odds - because of the substantial gaps in:

« Accompanying evidence

+ Knowledge of where the nuclear program might be taking place

« Knowledge of the Hussein regime’s thinking surrounding the purchase
The answer to these gaps might prove that Iraq purchased the aluminum tubes for use in conventional

weapons, butitalsomightreveal thattheywere purchased and specifiedfor nuclearenrichment.Thislarge
information gap drives the uncertainty in the assessment.

o -
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Chapter 18. How Can Graphics Support My Analysis?
Review Case Study IV, “The End of the Era of Aircraft Carriers”

1. Did the analyst incorporate an appropriate number of graphics in the article?

Yes,thegraphicsservedthreefunctions:presentingalargeamountofdatainthemostefficientwaypossible,
demonstratingvisuallythethreatposedbyanti-shipmissiles,andsummarizingthepaperinasinglegraphic.
The case study could be criticized for notincluding a map showing country locations, the Strait of Malacca,
andtheGulfofAden.Alongerstudycouldhaveincludedgraphicssummarizinganti-shipmissilecapabilities
and providing national budget projections for all nations that now have aircraft carriers.

2. Did any graphic summarize a large amount of information in a single chart?

Figurelll.1 attemptstosummarize three sets of datain one overarching graphic:total military expenditures
for the states with the largest naval forces and aircraft carriers, military spending as a percent of Gross

Domestic Product (GDP), and countries with aircraft carriers. Both vertical and horizontal bars as well as
iconsofaircraftcarriers were used to simplify the data presentation. Since the United Statesisthe dominant
naval power, all the statistics relating to the United States are arrayed in a single column to the left to show
that the United States has a larger budget and more carriers than the other twelve countries combined.

3. Did any graphic add meaning or provide unique insights?

All three graphics met this test to some degree.

« The chart“Largest Military Budgets and Active Aircraft Carriers” graphically illustrates the
dominance of the United States by showingithasalarger budgetand more carriersthan the other
twelve countries combined.

« Thechartofanti-ship missile ranges shows how vulnerable aircraft carrier battle groups are to new
anti-shipweaponstechnology.ltalsounderscoresthe pointthatanti-shipmissilescanbelaunched
from both land and sea.

+ The chart“Key Drivers Reducing the Size of the Global Aircraft Carrier Fleet” captures in one
graphic the primary thesis of the paper—three key drivers are likely to force a major reduction
in the global aircraft carrier fleet—and uses icons to show how the number of aircraft carriers
may be reduced by as much as half in 2030.

4. How well did the author summarize the key message of the case study in a single graphic?
Thetestof agood summary graphicis whether the paper can be briefed effectively using that one graphic
alone. Figure IV.4 is effective in that it:

+ Shows the current number of aircraft carriers in the outer ring and the projection for 2026 in the
inner ring.

- |ldentifies which countries have aircraft carriers.

+ Illustratesthethree keydriversand provides explanatorytextfortheroleeachdriverislikely toplay
in reducing the global carrier fleet.

- Reflectsthe dominantposition of the United States, which occupies the entire top half of the circle.

Thegraphic,however,doesnotcapturetherelativesizesof militaryexpendituresforeachcountrynordoesit
provide any geographic identifier information.
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Chapter 19. How Do | Present My Message in the Most Compelling Way?
Review Case Study IV, “The End of the Era of Aircraft Carriers”

1. Does the title of the article effectively capture both the “What”and the “So What?”

Thearticle doesagood job of capturing the“what,’but leaves the“SoWhat"up to the reader’simagination.
It points to the end of an era, but avoids using titles such as “Aircraft Carriers: No Longer Dominant,”“The
Diminishing Value of Aircraft Carriers,” or “Future without a Global Naval Presence” that would overstate
the main thesis of the paper. The article was written in case study format; as a result, the“So What”did not
appear until later in the paper.

2. Isthe article organized according to the Inverted Triangle model, which organizes the analysis from
the most important concept, thought, or idea to the least critical information?

This paper follows the format of a case study, not that of an intelligence analysis. Most case studies present
theirinformation chronologicallyandthen pose questionsattheendforfurtherdiscussion.This case study
followsthatpatternwithanintroduction,discussionofcurrentcapabilities,identificationofthreedriversthat
arelikely toforce change,and a conclusion. If this paper were written as anintelligence analysis, a new title
would have beenchosensuch as“Aircraft Carrier Fleets: GrowingVulnerabilities and Shifting Priorities The
paperwouldbereorderedwithaninitialparagraphsummarizingthethesis,apresentationofthreekeydrivers,
andaseparateandexpandedsectionlayingouttheimplicationsofthesetrends.Much ofthehistoricaldata
would be reduced to graphics or appendices.

The case study, however, adheres to the rule to present the mostimportantinformation first,and the least
criticalinformationlastwhenpresentinginformationineachsection.Forexample,thebulletsdescribingthe
naval capabilities of Russia, the UK, France, and China are ordered from largest to smallest navy. Similarly,
thethreetechnologiesthatthreatenaircraftcarriers—anti-shipmissiles, torpedoes,anddrones—areordered
in terms of the seriousness of the threat posed.

3. Do all the paragraphs begin with good topic sentences?

Almostall the paragraphs have a solid initial summary topic sentence. One exception to this rule might be
the paragraphinitalics thatintroduces the What If? Analysis methodology. In the section,“Succumbing to
GrowingBudgetary Pressures,’acase can be madefor crafting strongertopicsentences, but care should be
taken not to impede the flow of the argument.

4. s the key message clearly stated?

The primary thesisis that three drivers could well force amajor reduction in aircraft carrier fleets by 2030.This
themeisclearlyarguedgiventhecasestudyformat.Afterprovidingusefulbackgroundinformation,thethemeis
introducedasarecenttrendinthesection“The Shrinking GlobalNaval Presence. Thefollowingsectionbegins
withaparagraphhighlightedinitalicsthat statesthethemeexplicitly. And the nextthree sectionsplay outthe
themeindetail.Inaddition, the second graphic makesthe sameargumentvisually, using bold arrows to show
how each key driver is helping to shrink the global carrier fleet to almost half its current size.
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5. How well does the format—a “What If? Analysis—work for communicating the basic message?

By presentingthethesesinthe contextofaWhat|f? Analysis,theauthors have soughttoavoidanemotional
debate over the fate of the US aircraft carrier fleet. As noted in the article, the size of a nation’s naval fleet is
often cited asameasure of that country’s powerandinfluence.Someargue thatany reductionin the size of
theUSNavywouldsignaladiminishedinfluenceandprestige.Large partsofthe USdefenseindustryarealso
highlyvestedinthecontinuingconstructionand maintenanceofnavalvessels.TheintentofaWhatIf? paper
istosettheseargumentsasideforthemomentandfocusattentionmoreproductivelyonthekeydriversand
implications by making the “fact” of a diminished naval presence a hypothetical possibility.

6. What percentage of the sentences are in active voice? Should more sentences be in active voice?
Which ones?

This case study provides a good example of the value of using active versus passive voice. Over 90 percent
of the sentences are in active voice which brings a crisp flow to the writing. The few exceptions are mostly
topicsentencesusedtointroduceanew subjectorsummarize the current state of affairs. Once the What If?
hypothesisisintroducedintheitalicized paragraph—*Imagineitis2030"—thetenseshiftstopasttense, but
almost all of the sentences are still in active voice.

Chapter 20: How Do | Know When | Am Finished?
Review Case Study lll, “Blackout on the Eastern Seaboard!”

1. What potential vulnerabilities would a Structured Self-Critique of the case study reveal?

« Duetothequickturnaroundandhighstakesfortheanalysis,aStructured Self-Critique couldreveal
deficienciesintheproduct’srigoraswellasafailuretochallengeunderlyingassumptions.Theymight
reveal that the analysis:

o Wasrushedandfailedtoadequatelychallengeunderlyingassumptionsduetomostprominentor
vivid evidence.

o Failed to sufficiently discount the foreign actor hypothesis due to a lack of evidence but not
disconfirming evidence.

o Contained incorrect information due to dynamic character of the crisis, or failed to include new
evidence could shift our perception of the event.

2. How well does the article adhere to “The Nine Principles of Analytic Writing"?

Thearticledoesastrongjob atadhering to the nine principles of Analytic Writing. It opens with the Bottom
LineUp Frontandrecognizesthattheclientisfacingadynamiccrisis that will require decisions on his or her
part.ltfocusedontheclient’sneedsaswellashisorhercapabilities.Itthen progresseslogically byjustifying
the conclusionsand what needsto be donetoaddressthe blackout'simpact.|Itaccountsforwhat products
theclientmayhaveseenpreviouslyandwhatknowledgetheymayhaverelatingtodigitalinfrastructureand
its interplay with utilities. It progresses through its argument clearly and concisely such that the client can
understandthecauses,alternativeindicators,andexactlywhatwillberequiredinaresponse.Thearticlewill
also be subjecttoseveral rounds of review both internal and external to the team to ensure its reviewed for
quality of writing and analysis.
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3. Would Figure 20.5,“The Four Golden W Questions,” or Figure 20.6, “Evaluating Major Assessments
Checklist, on pages 291 and 292 in Critical Thinking for Strategic intelligence provide a more
appropriate tool for self-editing this product? What flaws or weaknesses in the case study would
use of either checklist reveal?

Inthiscase, the”Four GoldenW Questions”would provideamoreappropriatetool.The clientneeds
clear answers to direct questions. The Four Golden W Questions address precisely what the client
needs to know and what he or she needs to do about the issue.

The downside of using this technique is that it would be better-suited to drive the structure of the
paper than the early analysis, which will require pursuing various avenues of data collection that
would be better-served by focusing on the key pieces of known and unknown information.

The“Evaluating Major Assessments Checklist” would offer a more rigorous review of an in-depth
analysis of the crisis. Butin this case, the Four Golden W’s would do a better job at synthesizingand
addressing the key questions the client will need answered in the short term.

4. What courses of action might the use of the “Critical Thinker’s Checklist” suggest?

Laying out the “So What” at the beginning of the paper

Providing sufficient reasoning and compelling evidence to support analytic judgments
Accounting for contradicting evidence and levels of confidence

Employing Structured Analytic Techniques

Augmenting the study with graphics and visuals to better convey the message

o [
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